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(54) SOFTWAf^ DISTRIBUnON SYSTEM AND TVS METHOD 

(57)Abfitract ^ . . 

PURPOSE: To provide a software cfistribution system whose safety 
protection function Is enriched. 

CONSTTTUTION: In a software distribution processor 10, respective plural 
software files are respectively ciphered fay using file cipliering keys 
corresponding to them and then recorded on a CD-ROM for instance. &i 
the case that a user processor 20 requires the execution of a^ecified 
software tile, a request Is sent from the user processor 20 to tiie sofbware 
distribution processor la In response to the request the ciphered fHe 
ciphering key corresponding to the file in tiie request is retwmed to the 
user processor 20- In this case, ti^e user processor 20 can decipher only 
tiie requested file on tiie CD-ROM. The other files on tiie CD-ROM are 
kept in a ciphered form as tiiey are, and oven when tiie file eiphetwiff key 
received from the software distribution processor 10 is used, tiie files can 
not be deciphered. 
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(54) CAF© UTILIZING SYSTEM 

PURPOSE: To prevent various data from being falsified illegally by ; 
oonstaiitingthe system so that a host equipment holds each twironal key. 
each terminal holds thiterriiinaf key and a card key and the datecboi of 
lalsificofa-on is executed by both the terminal and the ^'^'P^'^. 
CONSrnunON: a caid issue part 1 uses a card key (CK) hdd by a card 
Icey generating and hoiifing means 10. generatas card date and a venfier 
being a ftmction of the CK by a card issue means 11. and wntes them m a 
card 2 and Issues it W6en aitanifilnal. 3 requests deBvery of a tantranal 
security pro^ CTP) through a oommunieBtion circuit SO to a hort 
computer (HO) 4, tha^HO 4.oalls back the terminal 3. and-also. oon^ a 
terminal key. Subae«juenitiy. an aUthentioator is generated and the TP is 
enciphered and sent to the terminal 3. The terminal 3 decodes rt: and 
generates the authehticatoiiand by a terrninal security means 34. the 

generated verifier andihe authenticatDr read from the card 2 are "owp^ 
and the coincidenco ia oonfinned. Card utinzaHon data received by theHO 
is also confinned by thi ijaihe method. In such a vwy. it can be prevented 
that various data are siiied HIegaity. 
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(54) SECRECY METHOD FOR PICTLFRE DATA 

Sj'^OSETo reduce the processing time and the cost by dphwing only a. 
partial area in a picture data dteired especiatty to be handled vwth 
confidentiality. _ , ^ 

CONSTTrunOhfc a partial area 2 desired to be handled wrth wnfidentiakty 
in an original picture 1 is ciphered by using a cryptographic key 3. A picture 
4 after secrecy processing is processed in such a way lhat areas other 
than the partial area 2 of the origina^ picture 1 is unprocessed and a 
ciphertjd partial araa.5 is ftmbeded to a position where the part«^ area 2 
has been residant The plofeire^ after secrecy processing is sent thrwgh a 
general transmission fine 10, Ih Order to obtain original picture information 
from the sent pictiir^, -the-^phered partial area 5 is deeded by ^^^^ 
decoding key 6 ania.decp(led,partial area 8 is embeded to a posrtion where 
the ciphered partiai area r has been resident Since dphenng is processed 
only to part in the picture data, the processing time Is less lhan the case 
with ciphering the entire picture and the cost is reduced. 
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